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ABSTRACT

Feistel Networks are one of the most well-known schemes to design block ciphers. Generalized Feistel Networks are used

to construct only block ciphers but also hash functions. Many generic attacks on Feistel schemes have been studied. Among

these attacks, recently proposed meet-in-the-middle attacks are one of the most effective attacks. In this paper, we analyze

the security of meet-in-the-middle attacks on generalized Feistel Networks.
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Algorithm 1. (11) Construction the sequence
of the table 7, 73, 7, of Feistel strucure

Input: X, Yand £, F}, F)

Output: Table 7, 73, 7,

1. for i=0,1,...2"2=1 do

2. compute AF’= F,(i) ® F,(i® X)

3. store (i, AFY) in T, indexed by AFY
4. compute AF=F,(i)® F,(idY)

5. store (i, AFY) in 7, indexed by AFY
6. for i=0,1,..,2"2—1 do

7. store (i, F(4)) in a temp indexed by #3(i)
8. for i=0,1,...2"2—1 do

9. compute F3(i) b (XP Y)

10. findj st. /()= F() D (X®Y) intenp
11. store (4,4 ®j) in 7y indexed by i ®j

Algorithm 2. (11) Construction the sequence of
the table 7} (Av; sequence) of Feistel strucure

Input: 7,, 75, 7,

Output: 7 (Av, sequence)

1. for i=0,1,..,2"2~1 do

2. obtain internal state values 7y, Fy, Fy by
looking up 75, 73, T,

3.  for all b active bits of b—d—set do
4. modify Av, and compute Awv;,
5. compute the sequence of Avy and add it to 75

Algorithm 3. (11) Data collection phase
of the 6-round attack of Feistel strucure

Input: 7j
Output: Possible (P,C) pairs such that
satisfies 5-round distinguisher

. Choose 2Y differences Y so that the
n/2—y MSBs of ¥ are 0 for all ¥
. Choose X such that X= YV

2

3. for 2"/>7¥ different values of v, do
4. for all 2"/ choices of v_, do
5
6
T

—_

query (vy,v_,) and store it in Z,
query (v, X,v_,) and store in Z,
ride up the dererts f Z, X L, whose dptertet
match in the n—y MSBs

S-round

OF T Wy
Fig. 6. 6-Round Feistel Structure Attack
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Algorithm 4. Construction the sequence of
the table 7} (Av, sequence) of GFN-1-4

Input: X, Y.Z W and F,, F;, Fy, F,, Fy
Output: 7; (Av, sequence)

1. for i=0,1,..,27*~1 do
2. store (4, F4( )BE, (D X)) in 7, indexed
by F,(i) ®F,(i®X)
3 store (i, Fy(i) ® F, (i X)) in T, indexed
by F,(i) DF,(i®X)
. for i=0,1,..,27*—1 do
store (4, 3(i)) in a t5 indexed by 7 (i)
(i, £5(4)) in a t6 indexed by F(i)

store (i, (7)) in a t7 indexed by (i)
_for i=0,1,..,2"" =1 do

compute F( DY
10.  find j s.t. F4(§)= F,(i) DY in t5
11.  store (i,ij) in 7 indexed by ibj
12. for i=0,1,..,2"*=1 do
13.  compute Fz(i) ® 2
14. find j s.t. Fy(j)= F;(i) ®Z in t6
15.  store (i,i®j) in 7} indexed by i®j
16. for i=0,1,..,2"*—1 do
17.  compute £ (i) ® (WdHX)
18, find j st. F(j)= F (i) @ (WBX) int?
19. store (i,i9j) in 7, indexed by i P
20. for i=0,1,.,2"*~1 do
21. obtain internal state values £}~ £ by

4
5
6. store
7
8
9

looking up 7, ~ T
22.  for all b active bits of b—d—set do
23. modify Av, and compute Aw,
24, compute the sequence of Avy and add it to 7

i 9-round distinguisher

0 Vv 7o Wl

Fig. 8. 10-Round GFN-I-4 Attack
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Algorithm 5. Data collection phase of the
6-round attack of GFN-I4

Input: 7j

Output: Possible (P,C) pairs such that

satisfies 9-round distinguisher

1. Choose 2™ differences (0, ¥;Z W)

2. Choose X such that X'= W

3. for 2°"/*~™ different values of (v;,0_ov_,) do

4. for all 2"/* choices of v_y do

5. query (v, v_s v_y,v_;) and store it in Z,

6 query (vy® X, v_sv_yv_,) and store in L,

7 pickwthe demerts of Z, X L, whee cighertext
mathch in the 2™ (0, ¥;Z W) choices




1268 oJukslel Feistel F-&o Hgk 7+ 9% 24

o) gto] -},

dlole] Batmi oj2F 2" he] AeRE Az
Bt 2ol 3, Wme] BApEe 2ol
m< A3 Fag diofele} Az ¥ wBe] Bib
= Alol9] trade-offE & 4 9tk wkeF m=n/4
olm o] dlele] Etw gk 2%/t A7} e
22 wime] B 272 Hr} wef ;= 3n/8 o

wodlole], A7F, wlze] Bgw wE 27/5e] ),

LT

V. GFN-II-4 T:=0] it Sz LX| 33

2 Ao AE 4 branchs 2+ d43tE Feistel
T2 Type II 7% GFN-1I-4¢] o3k 571 o

2 FAE AR
5.1 GFN-1I-40] CH&t 5-2H2E distinguisher

QFN-TI-4 37 we o gl sy
GFEN-T-4 wigt wa A faletez st
distinguisher®t A70&l. Fig. 9+ GFN-1I-4
of g 5-2}+-= distinguishero]t}.

0 iy X|v 0f:2,; 0wz
=2 O
S

X[ig; 02 07, 0l

X A
& b b o
e
Al 0f:2 0, X!
A ¥
b 3 &b r2 |
e
Y[ 0z X[ Alwz
¥ Zz X A
b 5 & 2oy
e
{o X[ 07, g
z WaX
A = .
Z |1 Wivé 0 v v?

Fig. 9. 5-Round Distinguisher of GFN-II-4
5.2 GFN-1I-40] CHst 6-2l2E =4
Fig. 59 5-2l*= distinguishers o]&shd

6-ehe-mol BE 34L& GEN-1-49} 78] fabeha
B4= o4 GFN-1-43} 2v),

[ IR ——

Z[v? W|vi 0]
Fig. 10. 6-Round GFN-IlI-4 Attack

~
Y

dolel, Ak vlmel B4k @A GFN-I-dz
Fsie

vi. 2 B

o
)
2
=
=
i
Ho
=
w0

i
=

@

E.
w0

=
@

=

fo
o
i

Table 1. Complexity of Generic MITM Attacks

# of rounds complexity ref.

di.stin,g attack time| space| data

uisher

. 3n 3n 3n
Feistel 5 6 K 94 PE (11
GFN-1-4 9 10 | L% .5 | ,% | ours
GFN-1I4 | 5 6 LE | L% L% | Ours
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